Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 7 Deep Security Defense Configuration

Deep Security Defense Configuration

About This Chapter

The device uses security policies to provide deep security defense based on the
application layer. It protects users against attacks from various network threats.

7.1 Security Policy
The device uses security policies to forward service traffic and implement
integrated content security detection and processing.

7.2 IPS Configuration

An intrusion prevention system (IPS) is a security mechanism. IPS detects intrusion
behaviors by monitoring or analyzing system events, and terminates the intrusion
behaviors in real time through certain response methods.

7.3 URL Filtering Configuration
Uniform Resource Locator (URL) filtering regulates online behaviors by controlling
which URLs users can access.

7.1 Security Policy

The device uses security policies to forward service traffic and implement
integrated content security detection and processing.

7.1.1 Overview of Security Policies

With the network development, increasing new applications bring more
conveniences to people's network life, but also cause more security risks. When
internal hosts access the Internet, worms, Trojan horses, and other viruses may be
introduced accidentally from the Internet and cause confidential data leakage and
huge losses to enterprises. To protect the internal network security, enterprises
must identify and monitor traffic contents on the basis of controlling traffic
sources and destinations. However, traditional single packet detection mechanism
only analyzes the security of a single packet, and cannot defend against network
threats such as buffer overflow attacks, Trojan horses, and worms that occur
during a normal network access process. A security policy not only forwards
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network traffic, but also implements integrated content security detection on
network traffic.

In integrated content security detection, the device uses the intelligent awareness
engine to detect and process traffic contents only once, and implements content
security functions including the IPS, URL filtering. The integrated detection is
highly efficient. You can configure broad security policy conditions to match a type
of traffic, and ensure the network security using various content security functions.

As shown in Figure 7-1, the device can identify traffic attributes and match the
attributes with security policy conditions. If all conditions are matched, the traffic
matches the security policy successfully. Otherwise, the traffic is allowed to pass
through. After traffic matches the security policy, the device implements content
security detection on the traffic, and performs corresponding actions according to
the detection result.

e If the detection result is permit or alarm, the traffic is allowed to pass
through. If the detection result is alarm, the device records a log.

e If the detection result is blocking, the traffic is not allowed to pass through.

Figure 7-1 Security policy of the router
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7.1.2 Understanding Security Policies

Security Policies of the Device

Traditional firewalls control traffic using IP addresses and protocols. With the
network development, increasing new applications bring more conveniences to
people's network life, but also cause more security risks. Typically, with the web
technology development, more and more services with different risk levels run on
ports 80 and 443 using HTTP and HTTPs, including web instant communication,
web games, video websites, and web chat. In addition, new working methods such
as telecommuting and mobile office emerge. IP addresses of hosts used by the
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same user may change at any time. Traffic control based on IP addresses cannot
meet modern network requirements. Therefore, traffic contents must be identified
and monitored in enterprises' network security management on the basis of
controlling traffic sources and destinations.

The device uses security policies to forward and control traffic at the application
layer, and implements content security detection and processing on traffic.
Security policies of the device adapt to modern network characteristics and meet
modern network requirements.

As shown in Figure 7-2, the device uses security policy 1 to apply the intrusion
prevention system (IPS) function to protect the internal server against attacks
from the Internet. The device uses security policy 2 to apply the IPS function and
URL filtering function to allow users in the Trust zone to browse the Internet. The
device also detects contents browsed by users and defends against viruses and
hackers.

Figure 7-2 Security policies of the device
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After using security policies, the device has the following advantages:

e The device applies corresponding security policies in different security zones,
making the network management more flexible and visualized.

e The device effectively differentiates different applications (such as web instant
communication and web games) carried by a protocol (such as HTTP),
providing more refined network management.

e The device uses security policies to implement content security detection,
blocking viruses and hackers to protect the internal network.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 500



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 7 Deep Security Defense Configuration

Security Policy Processing Flow

Figure 7-3 shows the processing flow of security policies on the device.

Figure 7-3 Security policy processing flow
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When traffic passes through the Router, the security policy processing flow is as
follows:

1.

The Router detects received traffic and obtains traffic attributes including the
source security zone, destination security zone, ACL (source IP address,
destination IP address, source port, destination port, and protocol type), and
time period.

The Router matches traffic attributes with security policy conditions. If all
conditions are matched, go to step 3. Otherwise, the traffic is allowed to pass
through.

If the traffic matches security policy conditions successfully, the Router
determines whether security policies reference security profiles. If security
profiles are referenced, go to step 4. If no security profile is referenced, the
traffic is allowed to pass through.

If security policies reference security profiles, the Router implements
integrated content security detection on the traffic.

In the integrated detection, the device only detects traffic contents once
according to security profile conditions, and implements security profile
actions according to the detection result. If one security profile blocks the
traffic, the Router blocks the traffic. If all security profiles allow the traffic to
pass through, the Router forwards the traffic.

As shown in Figure 7-4, all content security functions of the Router are
implemented through security profiles referenced by security policies.
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Detection and processing are only performed once, greatly improving the
system performance.

Figure 7-4 Integrated detection of the Router
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Table 7-1 describes security profiles that can be referenced by security policies
and their functions.

Table 7-1 Security profiles and functions

Security Function

Profile

7.2 IPS An intrusion prevention system (IPS) implements attack

Configuratio | detection by comparing traffic contents with the IPS signature

n database. IPS effectively defends against attacks from the
application layer, such as buffer overflow attacks, Trojan horses,
and worms.

7.3 URL Manages and controls user's URL requests. It permits or rejects

Filtering access to some web resources to control online behaviors.

Configuratio

n

Using Different Security Profiles Together

You can use different security profiles together to provide strong content security
protection functions and avoid wasting system resources.

Table 7-2 describes some tips for using different security profiles together.
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Table 7-2 Tips for using different security policies together

Function Purpose Security Profile
Server Protects servers providing e |PS: defends against attacks
protection access to external networks from the application layer
against viruses and intrusion to servers.
behaviors.
Web access Protects internal users against | e IPS: blocks intrusion
protection viruses and intrusion behaviors behaviors in web access.
when they visit websites and | o URL filtering: filters illegal
download files. websites and malicious
websites, and reduces risks
of virus infection and
attacks.

7.1.3 Application Scenarios for Security Policies

Multiple types of service traffic exist on the network. You can configure multiple
security policies on the device for different service traffic. The device uses security
policies to detect traffic between security zones, protecting enterprises' internal
networks.

As shown in Figure 7-5, when the Router functions as the security gateway on the
border of a large- and medium-sized enterprise's network, the security policy
deployment is as follows:

e The enterprise deploys the office network, server network, and external
network in different security zones. Configure security policies to detect traffic
between security zones and protect the internal network.

e Configure content security functions of security policies according to the type
of network services provided by the enterprise to the external network. For
example, enable IPS on all servers.

e Configure the URL filtering security function when internal employees access
the external network. The function prevents employees from visiting non-
work-related websites during working hours and affecting the work efficiency.
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Figure 7-5 Applying security policies between the internal network and external
network
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7.2 IPS Configuration

An intrusion prevention system (IPS) is a security mechanism. IPS detects intrusion
behaviors by monitoring or analyzing system events, and terminates the intrusion
behaviors in real time through certain response methods.

7.2.1 Overview of IPS

Definition

Purpose

An intrusion prevention system (IPS) is a security mechanism. IPS detects intrusion

behaviors (such as buffer overflow attacks, Trojan horses, and worms) by
analyzing network traffic, and terminates the intrusion behaviors in real time
through certain response methods. This protects enterprise information systems
and network architectures against intrusions.

With the network development, increasing new applications bring more
conveniences to people's network life, but also cause more security risks. When
users access the Internet, worms, Trojan horses, and other viruses may be
introduced accidentally from the Internet and cause confidential data leakage and
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Highlights

huge losses to enterprises. Therefore, traffic contents must be identified and
monitored in enterprises' network security management on the basis of
controlling traffic sources and destinations.

IPS can prevent attacks or intrusions at the application layer such as buffer
overflow attacks, Trojan horses, and wormes.

Intrusion prevention on the NGFW detects and automatically discards the
intrusion packets or blocks the attack sources. Intrusion prevention on the NGFW
has the following benefits:

e Real-time attack blocking: Deployed in in-line mode, the NGFW blocks the
attack traffic in real time.

e In-depth protection: The NGFW examines the application-layer contents of
packets, reassembles packets to analyze the protocols and detect threats, and
blocks the attack packets based on the attack type and policy.

e All-round protection: Intrusion prevention defends against such attacks as
worms, viruses, Trojan horses, botnets, spyware, adware, Common Gateway
Interface (CGl), cross-site scripting, injection, directory traversal, information
leaks, remote file inclusion, overflow, code execution, denial of service,
scanning, and backdoors.

e Internal and external prevention: Intrusion prevention on the NGFW protects
the intranet against both internal and external attacks. The system detects
traffic that passes through, protecting both servers and clients.

e Constant update for up-to-date protection: The intrusion prevention signature
database is constantly updated to identify the latest threats. You can
periodically update the signature database from the update center.

Difference from the IDS

Intrusion Detection System (IDS) detects abnormal traffic and suspicious traffic,
generates alarms to notify the administrator of the network condition, and
provides solutions accordingly. The IDS is a security function for risk management.
Compared with the IDS, intrusion prevention not only detects attacks and
malicious behavior to networks and data but also quickly terminates them. It is a
security function for risk control.

Intrusion prevention provides advanced defense functions based on the traditional
IDS.

e The IDS cannot defend against application-layer attacks, whereas the
intrusion prevention device can.

The IDS has high false negative and false positive ratios and generates a
considerable number of logs and alarms, making it difficult to locate real
attacks. The intrusion prevention device can remove outer layers of packets,
identify protocols, resolve packets, classify the resolved packets, and match
the packets with signatures to ensure the detection accuracy.

e The IDS device can detect attacks, but cannot prevent them. To prevent
attacks, the IDS device must interwork with a firewall.
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However, the intrusion prevention device can detect and block attacks. When
detecting any attack, the intrusion prevention device automatically discards
the attack packets or blocks the attack source.

7.2.2 Understanding IPS

Concepts

Before understanding IPS, you need to understand functions of the IPS signature
database, IPS signature, and Security Center Platform.

IPS signature database: An IPS signature database invented by Huawei after
analyzing various common intrusion behaviors. The IPS signature database
defines the characteristics of various common intrusion behaviors, and assigns
a unique intrusion behavior ID to each kind of intrusion behavior. After being
loaded with the IPS signature database, the device can identify intrusion
behaviors defined in the database.

Security Center Platform: The domain name is sec.huawei.com. A server
provided by Huawei to offer upgrade services of the IPS signature database
for customers who purchase a license. For information about IPS signature
database upgrade, see IPS Signature Database Upgrade.

IPS signature:

The IPS signature is used to describe the characteristics of the intrusion
behavior on the network. The device can detect and defend against attacks
from the intrusion behavior by comparing packet contents with IPS signatures.

IPS signatures include predefined signatures and user-defined signatures.
- Predefined signatures

Predefined signatures are a large number of signatures that are
predefined by the system. A predefined signature presets the default
action of the signature as blocking or alarm. Administrators can prevent
or block intrusion behaviors based on the predefined signatures.

The device is loaded with the IPS signature database before delivery. To
identify the latest intrusion behaviors in real time, you can purchase and
activate a license. The IPS signature database updates on time. You can
continuously obtain the latest IPS signature database from the Security
Center Platform to ensure timely response to new intrusion behaviors.

- User-defined signatures

User-defined signatures are created by the administrator according to the
characteristics of intrusion behaviors. The administrator creates such
signatures in the following scenarios:

®  When the administrator wants to reject or record a certain behavior
that is not included in predefined signatures. For example, when the
administrator wants to forbid staff to transmit executable files
(which are prone to virus) but the executable file forbidden behavior
is not defined in the predefined signatures, the administrator can
create a signature according to the behavior characteristics, set the
action to block, and import the created signature to the
configuration file.

®  When the network is undergoing an attack but the IPS signature
database has not been updated, the administrator can create a
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signature for the attack according to the attack characteristics. After
the IPS signature database is updated, the created signature takes
effect.

You can use the signature filter to manage user-defined signatures, and use the
exception signatures to manage user-defined signatures and IPS signatures.

Signature filter

A large number of signatures flood the signature database after updates. By
analyzing the features of common threats, you can summarize signatures that
contain these features and add these signatures to a signature filter.

A collection of signatures that meet specified filtering conditions. Filtering
conditions of the signature filter include the signature category, target,
protocol, severity, and operating system. Only signatures that meet all
filtering conditions can be added to the signature filter. For example, if only
HTTP packets need to be defended against, you can only configure the HTTP
protocol as the filtering condition. Then the signature that meets the filtering
condition is added to the signature filter.

The action of a signature filter can be Block, Alert, or Default (use the
default actions of signatures). The action of a signature filter has a higher
priority than the default actions of signatures in the filter.

Signature filters configured earlier have higher priorities. If two signature
filters in one security profile contain the same signature, packets matching
the signature are processed according to the signature filter configured earlier.

Exception signature

To facilitate management, the signature filter filters signatures in batches. If
administrators need to configure actions for some signatures different from
actions of the signature filter, they can add the signatures to exception
signatures and configure actions for the signatures independently. For
example, when detecting an attack through logs, the administrator can add
the signature that matches the attack to exception signatures and configure a
block action for the signature.

The action of a signature exception can be Block, Alert, Allow.

The action of a signature exception has a higher priority than that of a
signature filter. If a signature matches a signature exception and a signature
filter, the action of the signature exception takes effect.

For example, the actions for a batch of signatures in the signature filter are
block. Then the device blocks an R&D software requested by an employee.
The log indicates that the R&D software matches a signature in the signature
filter and is blocked because of false positive. In such cases, add the signature
as an exception and set the action to Allow.

IPS Signature Database Upgrade

The IPS signature database supports incremental online upgrade. Services are not
affected during the online upgrade. After the IPS signature database is upgraded,
the system automatically switches the IPS signature database version, and the
device does not need to be restarted. If an error occurs during the IPS signature
database upgrade and causes an upgrade failure, the system automatically rolls
back to the previous IPS signature database version, and normal services are not
affected.
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To ensure timely response to new intrusion behaviors, the IPS signature database
on the Security Center Platform updates in real time. You can use the Security
Center Platform upgrade method or local upgrade method to obtain the latest IPS
signature database upgrade package from the Security Center Platform, achieving
the best protection effect against intrusions.

e  Online upgrade:

- If the device can access the Security Center Platform, you can upgrade
through the Security Center Platform.

- If the device cannot access the Security Center Platform, and the internal
upgrade server can access, you can upgrade through the internal server.

You can use the internal upgrade server to connect to the Security Center
Platform to obtain the IPS signature database, and use the internal
upgrade server to upload the upgrade file to the device for the IPS
signature database upgrade.

You can upgrade online periodically or immediately.

- Scheduled upgrade: You only need to specify a fixed time for scheduled
upgrade. The IPS signature database can update automatically and
timely. To avoid upgrade failure caused by bad network conditions, you
are advised to set the upgrade time to a time when network traffic is low.

- Immediate upgrade: When administrators detect new attacks on the
network and the configured upgrade time is not reached, the upgrade is
performed immediately so that the device can defend against new
attacks.

e Local upgrade: When the device cannot be connected to the Security Center
Platform through the network, you can log in to the Security Center Platform
to download the latest IPS signature database upgrade package, save the
package to a local PC, and then upload the upgrade file to the device through
FTP, TFTP, or web to upgrade the IPS signature database.

Traffic Processing Flow

An intrusion prevention profile contains multiple signature filters and exception
signatures.

Figure 7-6 shows the relationship between signatures, signature filters, and
exception signatures. In this example, a01, a02, and a03 are predefined signatures.
a04 is a user-defined signature. Two signature filters are configured in the profile.
Signature filter 1 filters signatures a01 and a02 whose protocol set is set to HTTP
and other filtering conditions are set to condition A. The action for signature filter
1 is set to the default action for signatures. Signature filter 2 filters a03 and a04
whose protocol set is set to HTTP or UDP and other filtering conditions are set to
condition B. The action for signature filter 2 is set to alert. Besides, two exception
signatures are configured in the profile. In exception signature 1, set the action for
a02 to alert. In exception signature 2, set the action for a04 to block.

The actual action for a signature is jointly determined by the default action for the
signature, action for the signature filter, and action for the exception signature.
For details, see Actual action in Figure 7-6.
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Figure 7-6 Relationship between signatures, signature filters, and exception
signatures
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When a data flow matches the intrusion prevention profile, the device sends the
data flow to the intrusion prevention module to match the signatures referenced
by the profile one by one. Figure 7-7 shows the traffic processing flow.
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Figure 7-7 Traffic processing flow
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(10 NOTE

When a packet matches multiple signatures, the actual action for the packet is as follows:
e If the actions for all the matched signatures are Alert, the action for the packet is Alert.
e If the action for any matched signature is Block, the action for the packet is Block.

When a data flow matches multiple signature filters, the action for the signature filter with
the highest priority is performed on the data flow.

Using signatures in Figure 7-6 as an example, assume that a packet matches
signature a02 in exception signature 1. According to the processing flow, the
action for exception signature 1 is Alert, not Block. Then the packet continues to
match the signature filter. Assume that the packet matches signature a04 in
signature filter 2. The action for signature filter 2 is Block. Then the actual action
for the packet is Block. That is, the device discards the packet.

7.2.3 Application Scenarios for IPS

7.2.3.1 Using IPS to Block Intrusion Behaviors

As shown in Figure 7-8, the router is the enterprise egress gateway. IPS can be
deployed on the router to defend against attacks (such as buffer overflow attacks,
Trojan horses, and worms) at the application layer, protect internal hosts against
viruses and intrusions from the external network, and improve the enterprise
network security. The router then detects traffic between the security zones. When
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detecting intrusion behaviors in the traffic, the router blocks the illegitimate
traffic. If no intrusion behavior is detected, the traffic is allowed to pass through.

Figure 7-8 Typical IPS usage scenario
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7.2.4 Licensing Requirements and Limitations for IPS

Involved Network Elements

Other network elements are not required.

Licensing Requirements
For IPS-capable devices, their licensing requirements for the IPS function are as
follows:

e AR160&AR1200&AR2200&AR3200 series: By default, this function is disabled
on a new device. To use the IPS function, apply for and purchase the following
license from the Huawei local office.

- AR160 series: AR150&160&200 Value-Added Security Package

- AR1200 series: AR1200 Value-Added Security Package

- AR2200 series: AR2200 Value-Added Security Package

- AR3200 series: AR3200 Value-Added Security Package
For IPS signature database upgrade-capable devices, their licensing requirements
for the IPS signature database upgrade function are as follows:

e ART60&AR1200&AR2200&AR3200 series: By default, this function is disabled
on a new device. To use the IPS signature database upgrade function, apply
for and purchase the following license from the Huawei local office.

- AR160 series: AR160 IPS Service Subscribe 1 Year
- AR1200 series: AR1200 IPS Service Subscribe 1 Year
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- AR2200 series: AR2200 IPS Service Subscribe 1 Year
- AR3200 series: AR3200 IPS Service Subscribe 1 Year

Feature Limitations

When deploying IPS on the router, pay attention to the following:

The device supports IPS filtering that involves personal communication
information collection or storage. Huawei will not collect or save user
communication information independently. You must use the features in
compliance with applicable laws and regulations. Ensure that your customers'
privacy is protected when you are collecting or saving communication
information.

In a networking environment in which the inbound and outbound paths of
packets are different, IPS probably cannot detect network intrusions
effectively.

The following product models support IPS function:

- AR160 series: AR169BF, AR169FGW-L, AR169FGVW-L, AR169FVW-8S,
ART69JFVW-4B4S, ART69JFVW-2S, AR169EGW-L, ART69EW, AR168F-4P,
AR161EW, ART61EW-M1, AR161FW, AR161FV-1P, and AR169FVW.

- AR1200 series: AR1220E, AR1220EV, and AR1220EVW.

- AR2200 series: AR2204, AR2204XE, AR2204XE-DC, AR2220, AR2220E,
AR2240, and AR2240C.

- AR3200 series: All models.

7.2.5 Default Settings for IPS

Table 7-3 describes the default settings for IPS.

Table 7-3 Default settings for IPS

Parameter Default Setting

Security policy Unspecified
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Parameter

Default Setting

IPS profile

The device has multiple default
intrusion prevention profiles for
different application scenarios. The
default intrusion prevention profiles
can be displayed, cloned, or referenced
in security policies, but cannot be
modified or deleted.

e strict: It contains all signatures and

the action is block. Apply to all
protocols and categories. The
intrusion prevention profile applies
to the scenarios in which the device
is required to block all matched
packets.

web_server: It contains all
signatures and the action is the
default actions. Apply to DNS,
HTTP, FTP protocols and all
categories. The intrusion prevention
profile applies to the scenarios in
which the device is deployed in
front of a web server.

file_server: It contains all
signatures and the action is the
default actions. Apply to DNS, SMB,
NETBIOS, NFS, SUNRPC, MSRPC,
FILE, TELNET protocols and all
categories. The intrusion prevention
profile applies to the scenarios in
which the device is deployed in
front of a file server.

dns_server: It contains all
signatures and the action is the
default actions. Apply to DNS
protocol and all categories. The
intrusion prevention profile applies
to the scenarios in which the device
is deployed in front of a DNS server.

mail_server: It contains all
signatures and the action is the
default actions. Apply to DNS,
IMAP4, SMTP, POP3 protocols and
all categories. The intrusion
prevention profile applies to the
scenarios in which the device is
deployed in front of a mail server.

inside_firewall: It contains all
signatures and the action is the
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Parameter Default Setting

default actions. Apply to all
protocols and categories. The
intrusion prevention profile applies
to the scenarios in which the device
is deployed behind a firewall.

e dmz: It contains all signatures and
the action is the default actions.
Apply to all protocols except
NETBIOS, NFS, SMB, TELNET TFTP
and categories. The intrusion
prevention profile applies to the
scenarios in which the device is
deployed behind a firewall. The
intrusion prevention profile applies
to the scenarios in which the device
is deployed in front of a DMZ.

e outside_firewall: It contains all
signatures and the action is the
default actions. Apply to all
protocols and categories except
Scanner. The intrusion prevention
profile applies to the scenarios in
which the device is deployed in
front of a firewall.

e ids: It contains all signatures and
the action is alert. Apply to all
protocols and categories. The
intrusion prevention profile applies
to the scenarios in which the device
is deployed offline as an IDS.

e default: It contains all signatures
and the action is the default
actions. Apply to all protocols and
categories. The intrusion prevention
profile applies to the scenarios in
which the device is deployed in-line

as an IPS.
IPS log caching function Enabled.
Output time of IPS logs in the cache 1 minute.

7.2.6 Enabling the Deep Security Function

Context

To use the IPS or URL filtering function, you need to purchase a license and run
the engine enable command to enable the deep security function.
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Procedure
Step 1

Step 2

To disable deep security, run the undo engine enable command, and restart the
device. After the device restarts, the deep security configurations are deleted.

Run system-view

The system view is displayed.

Run engine enable

The deep security function is enabled.

By default, the system disables the deep security function.

(11 NOTE

If the engine enable command is executed for the first time, you need to run the update
restore sdb-default command to manually load the signature file.

--—-End

7.2.7 Updating the IPS Signature Database

Prerequisites

Context

Ensure that the license has been activated and is within the effective service
period.

After purchasing the license with the intrusion prevention upgrade function, you
can obtain the signature database that contains predefined signatures, and
continuously gain new intrusion prevention versions from the Security Center
Platform (the default domain name is sec.huawei.com) to update the signature
database.

To improve security protection capability of the system, update the IPS signature
database before configuring the IPS function. The device can identify more
intrusion behaviors with the latest IPS signature database.

The IPS signature database is the basis for IPS to perform intrusion defense
detection. The IPS signature database contains predefined IPS signatures. IPS
signatures are used to describe features of intrusion behaviors on the network.
The device compares packet contents with IPS signatures for detection and attack
defense. If a data flow matches the features in a signature, the device processes
the data flow according to the signature action. The contents of predefined
signatures are fixed and cannot be created or modified.

You can update the database in the following methods:

e  Online upgrade

If the device can access the Security Center Platform, you can upgrade
through the Security Center Platform.

e Local upgrade

When the device cannot be connected to the Security Center Platform
through the network, you can log in to the Security Center Platform to
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Procedure

download the latest IPS signature database upgrade package, save the
package to a local PC, and then upload the upgrade file to the device through
FTP, TFTP, or web to upgrade the IPS signature database.

(11 NOTE

Because the signature database is not installed on the device, you must obtain the IPS
license, and then download it to your local computer or install it online.

When the startup path is changed, you must load the signature library again through
online or local upgrade.

Online upgrade

a.

Run system-view

The system view is displayed.

(Optional) Run update server { domain domain-name | ip ip-address }

[ port port-number ]

The IP address or domain name of the update server is configured.

By default, the domain name of the update server is sec.huawei.com, and
the port number is 80.

Visit the upgrade server through the proxy server.

i.  Run update proxy enable
The signature database proxy update function is enabled.
By default, the signature database proxy update function is disabled.

ii. Run update proxy { domain domain-name | ip ip-address} [ port
port-number] [ user user-name [ password password] ]

The IP address or domain name of the proxy server is configured.
Update the IPS signature database using the Security Center Platform or
the internal upgrade server.
®  Upgrade through the Security Center Platform.

To allow the device to access the Security Center Platform, configure
the DNS function on the device.

1) Run dns resolve
The DNS function is enabled.
2) Run dns server jp-address
An IP address is configured for the DNS server.
Scheduled upgrade

i.  Run update schedule ips-sdb enable

The scheduled upgrade function of the IPS signature database is
enabled.

By default, the scheduled online upgrade function of the IPS
signature database is enabled.

ii. Run update schedule [ { daily | weekly { Mon | Tue | Wed | Thu |
Fri | Sat | Sun } } time]
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The fixed online upgrade time of the IPS signature database is set.

If no fixed upgrade time is set, a time between 22:00 and 08:00 is
selected randomly as the daily upgrade time by default.

It is recommended that you set time to the time when the device has
the minimum traffic volume, for example, 6:00 am.

Set the installation mode of the IPS signature database.

An IPS signature database can take effect only after it is installed on
a device. You can select the installation mode, that is, whether
confirmation is needed. If you select the confirmation mode, the
device asks you whether to install the IPS signature database before
the upgrade is performed.

The switching of new and old IPS signature databases will affect the
intrusion detection effect. You can confirm the installation when the
service traffic volume is small.

o Installation after confirmation

1) Run update confirm ips-sdb enable

The installation confirmation function is enabled. The
upgrade file downloaded at a fixed time will be installed
after confirmation.

By default, the manual confirmation of database installation
is disabled. That is, the device automatically installs the
upgrade files after downloading them.

2) Run update apply ips-sdb
The downloaded upgrade file is installed.
o Installation without the need of confirmation
Run undo update confirm ips-sdb enable

The installation confirmation function is disabled. The upgrade
file downloaded at a fixed time will be installed automatically
without confirmation.

(Optional) Immediate upgrade

Generally, scheduled upgrade can meet service requirements. However, if
new intrusion behaviors occur on the network but the update time is not
reached, you can select immediate upgrade.

Run update online ips-sdb

The IPS signature database is upgraded immediately.
Run update apply ips-sdb

The downloaded upgrade file is installed.

Terminate upgrade

If the update occupies too many network resources, you can run the
command to terminate the update.

(10 NOTE

The update can be terminated only during file downloading.

Run system-view
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The system view is displayed.
b. Run update abort

The upgrade is terminated.
Version rollback

If an error occurs after the update or the new IPS signature database does not
meet your requirements, use this command to roll back the database.

(1] NOTE

Before the version rollback, you are advised to run the display version ips-sdb command
to view the information about the rollback version. Then, you can choose whether to
perform the version rollback. If no rollback version is available, the version rollback fails.
The version in the device remains unchanged.

a. Run system-view
The system view is displayed.
b. Run update rollback ips-sdb
The IPS signature database version is rolled back to the last version.

Local upgrade

a. Run system-view
The system view is displayed.
b. Run update local ips-sdb file filename
The IPS signature database is upgraded locally.

L] NOTE
Terminate upgrade are not supported in the offline upgrade.

Version Restore

(10 NOTE

If the signature database is restored to the factory default version, all other versions on the
device are deleted.

a. Run system-view
The system view is displayed.
b. Run update restore sdb-default ips-sdb
The IPS signature database is restored to the factory default version.

----End

Verify the update result

Run the display engine information command to view the status of engines
and the version of all signature databases.

Run the display version ips-sdb command to view version information of the
IPS signature database.

Run the display update status command to view the update status.

Run the display update configuration command to view the update
configuration.
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7.2.8 Configuring IPS

7.2.8.1 (Optional) Configuring User-Defined Signatures

Context

Procedure

Step 1

Step 2

Step 3

Step 4

User-defined signatures are created by the administrator according to the
characteristics of intrusion behaviors. The administrator creates such signatures in
the following scenarios:

e When the administrator wants to reject or record a certain behavior that is
not included in predefined signatures. For example, when the administrator
wants to forbid staff to transmit executable files (which are prone to virus)
but the executable file forbidden behavior is not defined in the predefined
signatures, the administrator can create a signature according to the behavior
characteristics, set the action to block, and import the created signature to
the configuration file.

e When the network is undergoing an attack but the IPS signature database has
not been updated, the administrator can create a signature for the attack
according to the attack characteristics. After the IPS signature database is
updated, the created signature takes effect.

A user-defined IPS signature consists of multiple rules, and each rule contains
multiple conditions.

The device matches packets against the rules in the configuration sequence. When
a packet matches one rule in a signature, the packet matches the signature. When
a packet matches all conditions in a rule, the packet matches the rule.

(1 NOTE

A user-defined IPS signature takes effect for all security policies on the device. After a security
policy is applied to a security interzone, the user-defined signature takes effect immediately.

Run system-view

The system view is displayed.

Run ips signature-id signature-id

A user-defined IPS signature is created and the IPS signature view is displayed.
By default, no user-defined IPS signature exists on the device.

(Optional) Run name name

The name of the user-defined signature is set.

(Optional) Run description description

The description of the user-defined signature is configured.

By default, no description is configured for a user-defined signature.
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Step 5 Configure the basic characteristics of the user-defined signature.
e Run target { both | client | server }
The detection target of the user-defined signature is specified.

By default, the user-defined signatures are used to detect the packets on
clients and servers.

e Run severity { high | information | low | medium }
The severity of the user-defined signature is set.
By default, the severity of a user-defined signature is high.
e Run protocol protocol-name
The protocol type of the user-defined signature is set.
By default, the protocol type of a user-defined signature is HTTP.

(10 NOTE

A user-defined signature can have only one protocol type.
e Run action { alert | block }
The action of the user-defined signature is set.
By default, the action of a user-defined signature is alert.

Step 6 Configure rules for a user-defined signature.

1. Run rule name name
A user-defined signature rule is created and the rule view is displayed.
By default, no user-defined signature rule exists on the device.

(10 NOTE

To facilitate memorization and management, rename the user-defined signature rule.

To rename the user-defined signature rule and enter the view of the rule, run the rename
new-name command.

2. Run scope { flow | message | packet }
The matching scope of user-defined signature rules is specified.
By default, the matching scope of user-defined signature rules is packet.

3. Run condition [ condition-id] field field-name operate { equal | gthan |
lthan | noequal } value value-content

The conditions of user-defined signature rules are specified.
By default, no condition is configured for user-defined signature rules.
At most four conditions can be configured for a rule.

4. Specify the matching order of user-defined signature rules.

a. Run check { random-order | sequential }
The matching order of user-defined signature rules is specified.
By default, the matching order is random-order.

(11 NOTE

After the sequential parameter is specified, only the packets matching the conditions
in the ascending order of condition IDs are considered as intrusion packets. However,
some intrusion packets do not match the conditions in sequence. These intrusion
packets will be ignored.
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Step 7

Step 8

Step 9

Step 10

b. (Optional) When the matching order is set to sequential, run:
The condition locations are adjusted.
5. (Optional) Run source-ip { [ ipv4 ] ip-address| any }
The source IP address of user-defined signature rules is specified.

By default, any source IP address is checked by the user-defined signature
rule.

6. (Optional) Run source-port { start-port end-port | any }
The source port of user-defined signature rules is specified.
By default, all source ports are checked.
7. (Optional) Run destination-ip { [ ipv4 ] /jp-address | any }
The destination IP address of user-defined signature rules is specified.

By default, any destination IP address is checked by the user-defined signature
rule.

8. (Optional) Run destination-port { start-port end-port | any }
The destination port of user-defined signature rules is specified.
By default, all destination ports are checked.

(Optional) Run quit

Exit from the User-defined IPS signature rule view.
(Optional) Run quit

Exit from the IPS signature view.

(Optional) Run ips signature-state [ signature-id signature-id] { enabled |
disabled }

The state of user-defined signature is configured.
By default, the state of user-defined signature is not specified.

Run condition move condition-id to new-condition-id
engine configuration commit

Deliver the configuration.

--—-End

7.2.8.2 Configuring IPS Profiles

Context

After the IPS signature database is loaded, a large number of signatures
dynamically generated by files in the IPS signature database are not categorized,
and features contained in some signatures do not exist on the local network. You
need to use the signature filter to filter signatures in batches and configure unified
actions. To configure specified actions for some signatures, administrators need to
add the signatures to exception signatures.

You can configure IPS profiles to solve the preceding problem. One IPS profile can
be configured with multiple signature filters and multiple exception signatures.
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After being configured with signature filters and exception signatures, IPS profiles
can filter signatures that are suitable for the local network. The device can use IPS
profiles to defend against intrusion behaviors.

The device has multiple default intrusion prevention profiles for different
application scenarios. The default intrusion prevention profiles can be displayed,
cloned, or referenced in security policies, but cannot be modified or deleted.

Procedure

strict: It contains all signatures and the action is block. Apply to all protocols
and categories. The intrusion prevention profile applies to the scenarios in
which the device is required to block all matched packets.

web_server: It contains all signatures and the action is the default actions.
Apply to DNS, HTTP, FTP protocols and all categories. The intrusion
prevention profile applies to the scenarios in which the device is deployed in
front of a web server.

file_server: It contains all signatures and the action is the default actions.
Apply to DNS, SMB, NETBIOS, NFS, SUNRPC, MSRPC, FILE, TELNET protocols
and all categories. The intrusion prevention profile applies to the scenarios in
which the device is deployed in front of a file server.

dns_server: It contains all signatures and the action is the default actions.
Apply to DNS protocol and all categories. The intrusion prevention profile
applies to the scenarios in which the device is deployed in front of a DNS
server.

mail_server: It contains all signatures and the action is the default actions.
Apply to DNS, IMAP4, SMTP, POP3 protocols and all categories. The intrusion
prevention profile applies to the scenarios in which the device is deployed in
front of a mail server.

inside_firewall: It contains all signatures and the action is the default actions.
Apply to all protocols and categories. The intrusion prevention profile applies
to the scenarios in which the device is deployed behind a firewall.

dmz: It contains all signatures and the action is the default actions. Apply to
all protocols except NETBIOS, NFS, SMB, TELNET TFTP and categories. The
intrusion prevention profile applies to the scenarios in which the device is
deployed behind a firewall. The intrusion prevention profile applies to the
scenarios in which the device is deployed in front of a DMZ.

outside_firewall: It contains all signatures and the action is the default
actions. Apply to all protocols and categories except Scanner. The intrusion
prevention profile applies to the scenarios in which the device is deployed in
front of a firewall.

ids: It contains all signatures and the action is alert. Apply to all protocols and
categories. The intrusion prevention profile applies to the scenarios in which
the device is deployed offline as an IDS.

default: It contains all signatures and the action is the default actions. Apply
to all protocols and categories. The intrusion prevention profile applies to the
scenarios in which the device is deployed in-line as an IPS.

Step 1 Run system-view

The system view is displayed.
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Step 2

Step 3

Step 4

Step 5

Step 6

Create an IPS profile and enter the IPS profile view.
e Create an IPS profile without any configuration.

Run profile type ips name name

An IPS profile is created and the IPS profile view is displayed.
e Create an IPS profile by copying another profile.

Run profile type ips copy old-name [ new-name ]

An IPS profile is created by copying an existing IPS profile and the IPS profile
view is displayed.

The old-name has been created.

By default, the device has the IPS profile. The name is strict, web_server,
file_server, dns_server, mail_server, inside_firewall, dmz, outside_firewall, ids and
default.

(11 NOTE

To facilitate IPS profile management, you can rename the IPS profile.

Run the command rename new-name to rename an existing IPS profile and displays the new
IPS profile view.

(Optional) Run collect-attack-evidence enable
The attack evidence collection function of IPS is enabled.

By default, the attack evidence collection function of IPS is disabled.

(11 NOTE

The log sending function of the IPS module has been enabled using the engine log ips enable
command.

(Optional) Run description description

The description of an IPS profile is configured to identify the IPS profile.
By default, no description is configured for an IPS profile.

(Optional) Run cnc domain-filter enable [ action { alert | block } ]
The domain name-based filtering function is enabled.

By default, domain name-based filtering is disabled.

After domain name-based filtering is enabled, the default action is alert for
packets matching the specified condition.

The domain name-based filtering function enables the device to filter out packets
using the malicious domain name signature database.

(11 NOTE

e Because the CNC is not installed on the device, you must obtain the IPS license, and then
download the CNC to your local computer from sec.huawei.com or install the CNC online.

e When the startup path is changed, you must load the signature library again from
sec.huawei.com through online or local upgrade.

Run signature-set name name
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Step 7

Step 8

Step 9

An IPS signature filter is created in the IPS profile view and the IPS signature filter
view is displayed.

By default, no IPS signature filter is configured.

An IPS profile can be configured with multiple IPS signature filters.

(1 NOTE

To facilitate IPS signature filter management, you can rename the user-defined IPS signature
filters.

Run the command rename new-name to rename an existing IPS signature filter and displays
the new IPS signature filter view.

After an IPS signature filter is configured, all predefined signatures are contained
in the signature filter by default. You can run the following commands as required
to configure the filtering conditions of the signature filter to select signatures that
meet the requirements.

e Run category { category-name &<1-10> | all }
IPS signatures of a specified category are added to the IPS signature filter.

By default, no IPS signatures of a specified category are added to an IPS
signature filter.

e  Run protocol { protocol-name &<1-10> | all }
IPS signatures with a specified protocol are added to the IPS signature filter.
By default, no protocol is specified in an IPS signature filter.

e Run os { android | ios | other | unix-like | windows }

IPS signatures with a specified operating system are added to the IPS
signature filter.

By default, the IPS signature filter contains signatures of all operating
systems.

e Run severity { high | information | low | medium }”

The threat level of IPS signatures contained in the IPS signature filter is
configured.

By default, no threat level is specified in an IPS signature filter.

e Run target { both | client | server }
IPS signatures with a specified target are added to the IPS signature filter.
By default, no target is specified in the IPS signature filter.

Run action { alert | block | default }
The action of the IPS signature filter is configured.

By default, the action of an IPS signature filter is default, that is, the signature
filter uses the action of each signature to process packets.

Run application { application-name &<1-10> | all }
An application name in an IPS signature filter is configured.
By default, the IPS does not filter packets based on application names.

The application name specified in this command is a filtering condition in the IPS
signature filter and helps filter packets of the specified application. &<1-10>
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

indicates that a maximum of 10 applications can be specified at a time. To specify
more applications, repeat this command. A packet matches the filtering condition
if the application type of this packet matches any of the specified applications.

Run quit
Exit from the signature filter view.

(Optional) Run signature-set move signature-set-name7 { before | after }
signature-set-namez

The priority of the IPS signature filter is configured.

(Optional) Run exception ips-signature-id /ps-signature-id [ action { alert |
allow | block } ]

The response method of the IPS exception signature is configured.
By default, the response method of an exception signature is allow.

If the response method of an IPS exception signature is different from that of the
IPS profile and signature filter, the configuration of the IPS exception signature
takes effect.

Run quit
Exit from the IPS profile view.

(Optional) Run ips collect-attack-evidence max-session-number session-number
[ signature-id signature-id ]

The maximum number of attack evidence collection sessions for each IPS
signature on each CPU is configured.

By default, the number of attack evidence collection sessions for each IPS
signature on each CPU is 5.

You can set the maximum number of sessions in which the NGFW captures
packets that match the intrusion prevention profile for each IPS signature on each
CPU to collect necessary information for packet tracing, with the impact brought
about by packet capture on system performance controlled to the minimum
extent. When the NGFW provides multiple CPUs, the maximum number of attack
evidence collection sessions for each IPS signature is the value of session-number
multiplying the number of CPUs.

Run engine configuration commit
Configurations related to the security policy are submitted.

After creating or modifying configurations related to the security policy, the
configurations do not take effect immediately. You need to run the engine
configuration commit command to activate the configurations. Because the
activation process takes a long time, you are advised to complete all
configurations related to the security policy and then submit the configurations
together.

(Optional) Run cnc domain-filter exception domain-name domain-name
An exception domain name is added.

By default, the exception domain name is not specified.
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The exception domain name must be a domain name in the malicious domain
name signature database. Adding any domain name that is not in the malicious
domain name signature database is pointless. You can determine whether to add
a malicious domain name as an exception domain name based on the threat logs.
After a malicious domain name is added as an exception domain name, the device
does not filter out the packets matching the exception domain name.

Step 17 Configure protocol anomaly detection in the IPS profile view.

Item

Command

Detecting whether an HTTP traffic
contains the SSH traffic

http ssh-over-http check action
{ alert | block }

Detecting whether an HTTP packet
contains multiple Host fields

http multi-host check action { alert |
block }

Detecting the X-Online-Host field in
an HTTP packet

http x-online-host check { any |
blacklist | multiple } action { alert |
block }

http x-online-host blacklist blacklist

Detecting the X-Forwarded-For field
in an HTTP packet

http x-forwarded-for check { any |
whitelist } action { alert | block }

http x-forwarded-for whitelist ipv4
ip-address

Detecting whether the protocol format
of a DNS packet is abnormal

dns malformed-packet check action
{ alert | block }

Detecting the query of a DNS packet

dns request-type check { start-type
[ to end-type] action | default-
action } { alert | allow | block }

--—-End

7.2.8.3 Binding an IPS Profile to a Security Policy

Context

A security policy not only forwards network traffic, but also implements integrated
content security detection on network traffic. After enabling the IPS function, you
need to bind an IPS profile to a security policy and apply the security policy in
interzones. The device can defend against intrusions based on the security policy.

Various types of service traffic exist on the network. The device configures
multiple security policies for different service traffic. Different types of profiles can
be bound to a security policy at the same time. However, a security policy can only
bind one profile among all profiles of the same type. To ensure that security
policies are configured correctly, administrators need to complete security policy
planning before configuring security policies.
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Procedure

Step 1

Step 2

Step 3

L] NOTE
If multiple content security protection functions (such as the IPS function and URL filtering

function) need to be configured concurrently, configure the IPS profile and URL filtering profile
first, and run the profile (security policy view) command to bind the profiles to the security

policy.

Run system-view

The system view is displayed.

Run security-policy policy-name

A security policy is created and the security policy view is displayed.
By default, no security policy is created.

Run profile ips ips-name [ acl acl-id ]

An IPS profile bound to the security policy is configured.

By default, no IPS profile is bound to a security policy.

The acl-id has been created.

Currently, IPS only supports the binding of an ACL4, not an ACL6.

(11 NOTE

When IPS is bound to ACL4, create bidirectional rules in the ACL to make the configuration take
effect.

--—-End

7.2.8.4 Applying a Security Policy in Interzones

Prerequisites

Context

Security zones have been created and interfaces have been added to the security
zones. For details, see 6.6.1 Creating a Zone and Adding Interfaces to the Zone
in "Firewall Configuration."

After the security policy configuration is complete, the security policy takes effect
only when its application range is specified. The device considers that data
transmission within a security zone is reliable and no security policy needs to be
used. The device checks the data and carries out security policies only when the
data flows from one security zone to another. When configuring the IPS service,
you need to enter interzones and apply security policies that have bound IPS
profiles.
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Procedure

Step 1

Step 2

Step 3

Run system-view

The system view is displayed.

Run firewall interzone zone-name?l zone-name2

An interzone is created and the interzone view is displayed.
You must specify two existing security zones for the interzone.

For details about interzone, see 6.6.2 Creating an Interzone in "Firewall
Configuration."

Run security-policy policy-name
The security policy is applied to the interzone.
By default, no security policy is applied to an interzone.

After the security policy is applied, if no ACL is configured when an IPS profile is
bound to the security policy, the device performs IPS detection for the traffic in all
interzones. If an ACL is configured when an IPS profile is bound to the security
policy, the device determines whether to perform IPS detection for the traffic
according to ACL rules.

e If the ACL includes a permit rule, the device detects traffic that matches this
rule.

e If the ACL includes a deny rule, the device does not detect traffic that
matches this rule.

e If traffic does not match the ACL, the device does not detect the traffic.

--—-End

7.2.8.5 (Optional) Controlling the IPS Log Sending Function

Context

When a lot of intrusion behaviors occur at a certain time, IPS triggers alarms or
blocking actions frequently, and sends a large number of logs to the device in a
short time. By default, the device displays logs in real time. This may refresh the
screen and affect the administrator's work.

To solve the problem, you can disable the log sending function or configure the
log caching function to control the IPS log sending frequency.

A maximum of 1024 logs can be recorded in the log cache. A maximum of 16 logs
can be displayed each time and the displayed logs are cleared from the cache. By
default, logs are displayed every minute.

(1 NOTE

When the log cache is full, the excess logs are discarded. You can reduce the output time if the
configured output time is too long and results in a full log cache.
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Procedure

Step 1

Step 2

Step 3

Step 4

Run system-view

The system view is displayed.

Run engine log ips enable

The log sending function of a specified module or all modules is enabled.
By default, the system enables the log sending function of all modules.
Run engine log timeout /nterval

The log output frequency is configured.

By default, logs are displayed every minute.

Run ips log merge enable

The IPS log aggregation function is enabled.

By default, the system enables the IPS log aggregation function.
----End

7.2.8.6 Verifying the IPS Configuration

Procedure

e Run the display profile type ips [ name name [ signature-set-name
signature-set-name | exception-signature-id exception-signature-id1] |
command to view the current IPS profile configuration.

e Run the display ips-signature [ pre-defined [ associated ] | user-defined ]

[ application { application-name | all } | category { category-name| all } | os
{ all | android | ios | other | unix-like | windows } * | protocol { protocol-
name | all } | severity { information | low | medium | high }’ | state

{ disabled | enabled | retired } | target { server | client | both } ] command
to view IPS signature information.

e Run the display ips-signature vendor-id vendor-id command to display IPS
signatures of a specified vendor ID.

e Run the display ips signature-id signature-id rule { name rule-name | all }
command to view user-defined IPS signature information.

e Run the display ips signature-state command to view the state of user-
predefined IPS signature.

e Run the display ips-signature cve-id { cve-id| year year} command to
display IPS signatures of a specified CVE ID.

e Run the display cnc domain-filter exception command to display all
exception domain names.

e Run the display security-policy { name policy-name | all } command to view
the security policy rule.

e Run the display firewall zone [ zone-name] [ interface | priority ]
command to view security zone information.
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e Run the display firewall interzone [ zone-nameil zone-name2] command to
view interzone information.

----End

7.2.9 Maintaining IPS

7.2.9.1 Viewing IPS Statistics

Context
After specified security policies are applied on interfaces, you can view IPS
statistics to check detected alarm events and blocking events.
You can view statistics on the number of times that an IPS signature is matched.
You can also choose to view statistics on the top 100 IPS signatures among all the
IPS signatures that are matched for the most times.

Procedure

e Runin any view:
display ips statistics

IPS statistics are displayed.

e Runin any view:
display ips-signature statistics topn-number

Top topn-number IPS signatures among all the IPS signatures that are
matched for the most times are displayed.

e Run display cnc domain-filter { domain | exception | domain-name
domain-name } statistics

The domain name filtering statistics are displayed.
e Run display cnc domain-filter domain statistics topn-number

The top topn-number matched malicious domain names are displayed.

--—-End

7.2.9.2 Clearing IPS Statistics

Context

Before recollecting IPS statistics, run the following command in the user view to
clear the existing statistics.

NOTICE

IPS statistics cannot be restored after they are cleared. Exercise caution when you
clear the statistics.
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Procedure
Step 1 Run reset ips statistics

Step 2

Step 3

IPS statistics are cleared.

Run reset ips-signature statistics { signature-id signature-id| all } { event |
collect-attack-evidence | all }

Statistics on the number of times that an IPS signature is matched are cleared.

Run reset cnc domain-filter { domain | exception | domain-name domain-
name } statistics

The domain name-based filtering statistics are cleared.

--—-End

7.2.10 Configuration Examples for IPS

7.2.10.1 Example for Configuring IPS to Block Intrusion Behaviors

Networking Requirements

As shown in Figure 7-9, an enterprise deploys a Router as the security gateway.
Enterprise employees are internal users and are deployed in the Trust zone. The
internal server is deployed in the demilitarized zone (DMZ).

To protect internal users and the internal server against attacks such as worms,
Trojan horses, and botnets, the device needs to detect traffic between different
zones and block intrusion behaviors in real time to protect the enterprise internal
network security.
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Figure 7-9 Networking diagram for configuring IPS to block intrusion behaviors

10.1.0.10/24
GE1/0/0 Router
10.1.0.1/24 D —
 GE2/0/0 GE3/0/0
10.2.0.1/24 1.1.1.1/24
PC

Server

10.2.0.10/24

Normal

|iERffitmate

traffic

- ———

Configuration Roadmap

The configuration roadmap is as follows:

Configure IP addresses and routes for interfaces to ensure connectivity.

2. Deploy the internal server, internal users and external network in the DMZ,
Trust zone, and Untrust zone respectively, and monitor network traffic
between different security zones.

3. For internal users, configure the IPS profile profile_ips_pc.

C.

Detect and defend against intrusion behaviors whose threat level is high.

Detect and defend against intrusion behaviors whose protocol types are
HTTP and FTP.

Detect and defend against intrusion behaviors whose targets are clients.

4. For the internal server, configure the IPS profile profile_ips_server.

a
b
C.
d

Detect and defend against intrusion behaviors whose threat level is high.
Detect and defend against intrusion behaviors whose protocol type is FTP.
Detect and defend against intrusion behaviors whose targets are servers.

Use exception signatures to block intrusion behaviors that occur
frequently.

5. Configure interzones that need to be detected.
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Procedure

Step 1

Step 2

Step 3

Step 4

6. Configure two security policies policy_sec_1 and policy_sec_2, bind the IPS
profiles profile_ips_pc and profile_ips_server to the two policies respectively,
and detect network traffic based on the two IPS profiles.

7. Apply the security policy policy_sec_1 to the interzone between the Trust and
Untrust zones. Make the security policy take effect to protect internal users
against attacks from the Internet.

8. Apply the security policy policy_sec_2 to the interzone between the Untrust
zone and DMZ and the interzone between the Trust zone and DMZ. Make the
security policy take effect to protect the internal server against attacks from
internal users and the Internet.

Configure security zones and interzones on the Router.

<Huawei> system-view

[Huawei] sysname Router

[Router] engine enable

[Router] firewall zone DMZ
[Router-zone-DMZ] priority 14
[Router-zone-DMZ] quit

[Router] firewall zone Trust
[Router-zone-Trust] priority 13
[Router-zone-Trust] quit

[Router] firewall zone Untrust
[Router-zone-Untrust] priority 1
[Router-zone-Untrust] quit

[Router] firewall interzone Trust Untrust
[Router-interzone-Trust-Untrust] quit
[Router] firewall interzone DMZ Trust
[Router-interzone-DMZ-Trust] quit
[Router] firewall interzone DMZ Untrust
[Router-interzone-DMZ-Untrust] quit

Configure IP addresses for interfaces on the Router and add the interfaces to
security zones.

[Router] interface gigabitethernet 1/0/0
[Router-GigabitEthernet1/0/0] ip address 10.1.0.1 24
[Router-GigabitEthernet1/0/0] zone DMZ
[Router-GigabitEthernet1/0/0] quit

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] ip address 10.2.0.1 24
[Router-GigabitEthernet2/0/0] zone Trust
[Router-GigabitEthernet2/0/0] quit

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] ip address 1.1.1.1 24
[Router-GigabitEthernet3/0/0] zone Untrust
[Router-GigabitEthernet3/0/0] quit

Configure the IPS profile profile_ips_pc to protect internal users. Configure
signature filters to meet security requirements.

[Router] profile type ips name profile_ips_pc
[Router-profile-ips-profile_ips_pc] signature-set name filter1
[Router-profile-ips-profile_ips_pc-sigset-filter1] target client
[Router-profile-ips-profile_ips_pc-sigset-filter1] severity high
[Router-profile-ips-profile_ips_pc-sigset-filter1] protocol HTTP FTP
[Router-profile-ips-profile_ips_pc-sigset-filter1] action default
[Router-profile-ips-profile_ips_pc-sigset-filter1] quit
[Router-profile-ips-profile_ips_pc] quit

Configure the IPS profile profile_ips_server to protect the internal server. It is
observed in logs that a type of attacks occurs frequently. The attacks match a
signature whose ID is 74320. All attacks of this type need to be blocked.
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[Router] profile type ips name profile_ips_server
[Router-profile-ips-profile_ips_server] signature-set name filter1
[Router-profile-ips-profile_ips_server-sigset-filter1] target server
[Router-profile-ips-profile_ips_server-sigset-filter1] severity high
[Router-profile-ips-profile_ips_server-sigset-filter1] protocol FTP
[Router-profile-ips-profile_ips_server-sigset-filter1] action default
[Router-profile-ips-profile_ips_server-sigset-filter1] quit
[Router-profile-ips-profile_ips_server] exception ips-signature-id 74320 action block
[Router-profile-ips-profile_ips_server] quit

[Router] engine configuration commit

Step 5 Create a security policy named policy_sec_1 and bind the IPS profile profile_ips_pc
to the security policy.

[Router] security-policy policy_sec_1
[Router-security-policy-policy_sec_1] profile ips profile_ips_pc
[Router-security-policy-policy_sec_1] quit

Step 6 Create a security policy named policy_sec_2 and bind the IPS profile
profile_ips_server to the security policy.
[Router] security-policy policy_sec_2
[Router-security-policy-policy_sec_2] profile ips profile_ips_server
[Router-security-policy-policy_sec_2] quit

Step 7 Apply the security policy policy_sec_1 to the interzone between the Trust and
Untrust zones. Make the security policy take effect to protect internal users
against attacks from the Internet.

[Router] firewall interzone Trust Untrust
[Router-interzone-Trust-Untrust] security-policy policy sec_1
[Router-interzone-Trust-Untrust] quit

Step 8 Apply the security policy policy_sec_2 to the interzone between the DMZ and
Untrust zone and the interzone between the DMZ and Trust zone. Make the
security policy take effect to protect the internal server against attacks from
internal users and the Internet.

[Router] firewall interzone DMZ Untrust
[Router-interzone-DMZ-Untrust] security-policy policy_sec_2
[Router-interzone-DMZ-Untrust] quit

[Router] firewall interzone DMZ Trust
[Router-interzone-DMZ-Trust] security-policy policy_sec_2
[Router-interzone-DMZ-Trust] quit

Step 9 Verify the configuration.

On the Router, run the display security-policy name policy-name command to
view the security policy.

<Huawei> display security-policy name policy_sec_1
Policy-name: policy_sec_1
Policy-1D: 4
IPS: profile_ips_pc
URLF: -
ACL: 0
Reference-Num: 1

On the Router, run the display firewall interzone zone-namei zone-name2
command. The result is as follows:

<Huawei> display firewall interzone Trust Untrust
interzone Trust Untrust

firewall disable

security-policy policy_sec_1

packet-filter default deny inbound

packet-filter default permit outbound

--—-End
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Configuration File

Configuration file of the Router

#
sysname Router
#
engine enable
#
profile type ips name profile_ips_pc
signature-set name filter1
target client
severity high
protocol HTTP FTP
#
profile type ips name profile_ips_server
signature-set name filter1
target server
severity high
protocol FTP
exception ips-signature-id 74320 action block
#
security-policy policy_sec_1
profile ips profile_ips_pc
security-policy policy_sec_2
profile ips profile_ips_server

firewall zone Untrust

priority 1

#

firewall zone DMZ

priority 14

#

firewall zone Trust

priority 13

#

firewall interzone Trust Untrust
security-policy policy_sec_1

#

firewall interzone DMZ Trust
security-policy policy_sec_2

#

firewall interzone DMZ Untrust
security-policy policy_sec_2

#

interface GigabitEthernet1/0/0
ip address 10.1.0.1 255.255.255.0
zone DMZ

#

interface GigabitEthernet2/0/0
ip address 10.2.0.1 255.255.255.0
zone Trust

#

interface GigabitEthernet3/0/0
ip address 1.1.1.1 255.255.255.0
zone Untrust

#

return

7.3 URL Filtering Configuration

Uniform Resource Locator (URL) filtering regulates online behaviors by controlling
which URLs users can access.
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7.3.1 Overview of URL Filtering

With rapid development of Internet applications and popularity of computer
networks, acquisition, sharing, and dissemination of information has become more
widespread than ever, which brings unprecedented threats to enterprises:

e Visiting non-work-related websites during working hours reduces work
efficiency.

e Visiting illegitimate or malicious websites may result in threats such as
worms, viruses, and Trojan horses.

Uniform Resource Locator (URL) filtering regulates online behaviors by controlling
which URLs users can access.

7.3.2 Understanding URL Filtering

URL filtering allows the device to accurately manage online behaviors of users
who access network resources through HTTP.

7.3.2.1 URL Matching Mode

After the device receives an HTTP request, it parses the HTTP request and uses a
specified method to match the HTTP request with a URL. If the URL is matched,
the device processes the HTTP request according to the action taken for the URL.

A URL is the address of a web page or an accessible resource on the Internet.
The standard format of a URL is protocol://hostnamel[:port]/path[?query]. Table
7-4 describes the fields.

Table 7-4 URL fields

Field Description

protocol Used application protocol. HTTP is often used.

hostname Domain name or IP address of the web server.

:port (Optional) Communication port. Application protocols have

default ports. For example, the default port for HTTP is 80.
If the server uses the default port, you do not need to
configure the port number in a URL filtering rule. If the
server uses a non-default port, the port number is
mandatory in a URL filtering rule.

path Directory or file path on the web server. The path is a
character string that can be separated by slashes (/).

?query (Optional) This field is used to transmit parameters to
dynamic web pages.

URL matching modes include prefix matching, suffix matching, keyword matching,
and exact matching. Table 7-5 describes the four matching modes.
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Table 7-5 URL matching modes

Matching Mode | Function

Example

Result

Prefix matching

specified

Matches URLs
that start with a

character string.

www.test.com*

All URLs that start
with
www.test.com
are matched, for
example,
www.test.com
and
www.test.com/
solutions.do.

specified

character string.

Suffix matching Matches URLs *aspx All URLs that end
that end with a with aspx are
specified matched, for
character string. example,

www.test.com/
news/
solutions.aspx
and
www.test.com/it/
price.aspx.

Keyword Matches URLs *sport* All URLs that

matching that include a include sport or

ab*cd are
matched, for
example,
sports.test.com/
news/
solutions.aspx,
sports.test.com/
it/.
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Matching Mode Function Example Result

Exact matching First checks www.example.co Based on
whether the URL | m matching rules,
matches the the following
specified URLs match
character string. If www.example.co
no, delete the last m:
directory of the e www.example.c
URL and check om
again. If the URL
is still not e www.example.c
matched, delete om/news
the second last e www.example.c
directory and om/news/en/
check again until The following
the domain name URLs will not
can match a match
specific character www.example.co
string. m:

e www.example.c
om.cn/news

e www.example.
org/news/

The priorities of URL matching modes are as follows:

Exact matching > suffix matching > prefix matching > keyword matching

For example, URL www.example.com/news first matches www.example.com/
news in the following prefix matching rules:

e  Exact matching: www.example.com/news

e  Prefix matching: www.example.com/*

e Keyword matching: *example*

In the same matching mode, a long matching rule is assigned a higher priority

than a short one. For example, URL www.example.com/news/index.html first
matches www.example.com/news/* in the following prefix matching rules:

e www.example.com/news/*

e www.example.com/*

If the matching rules have the same length in the same matching mode, the
action mode is used to determine the rule to which a rule matches. As shown in
Table 7-6, the two URL rules are in keyword matching mode and have the same
length (4). As for URL www.example.com/welcome.html:

e If the action mode is strict mode, the URL will match the category with a
stricter action. In this example, the URL matches category B whose action is
block.
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If the action mode is loose mode, the URL will match the category with a
looser action. In this example, the URL matches category A whose action is
permit.

Table 7-6 Action mode

Item URL Category Control Action
*.com* URL category A Permit

*html* URL category B Block

{1 NOTE

7.3.2.2 Working

In all of the matching modes, the device removes http:// from the beginning of the entered
character string. In the exact matching mode, the device adds a slash (/) at the end of
character strings that do not contain any slashes (/) after the hostname.

URLs are case insensitive.

This section mainly describes URL matching details. For details on URL control actions, see
7.3.2.2 Working Mechanism of URL Filtering.

Mechanism of URL Filtering

When an HTTP request matches a URL, the device processes the HTTP request
according to the URL Filtering Mode and URL Filtering Process.

URL Filtering Mode

The device provides URL filtering based on the blacklist, whitelist, and URL
category:

Blacklist and whitelist: The device filters received HTTP requests according to
the manually configured URL Whitelist or URL Blacklist.

URL category: After receiving an HTTP request, the device queries the URL
category in URL Category. After the URL category is found, the device
processes the HTTP request according to the Action configured for the URL
category.

The blacklist, whitelist, URL category, and action are described as follows:

URL whitelist: Enterprises can add URLs of network resources that employees
are allowed to access to a URL whitelist. When URLs in HTTP requests match
the URL whitelist, the device allows the HTTP requests to pass through.

URL blacklist: Enterprises can add URLs of network resources that employees
are not allowed to access to a URL blacklist. When URLs in HTTP requests
match the URL blacklist, the device rejects the HTTP requests and displays the
blacklist blocking page.

URL category: URL categories fall into user-defined and predefined URL
categories.

- User-defined categories are configured and maintained by administrators
and enable more refined control over URLs than predefined categories.
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- Predefined categories contain commonly used URLs. Predefined
categories enable administrators to easily control accessible and
inaccessible URL categories.

Predefined URL category query has one mode:

®  Local URL filtering: A predefined URL category database is loaded
the local cache of the device before delivery. You can use this
database if there is no special requirement. When the predefined
URL category database fails to be loaded or the security service

to

center updates the predefined URL category database, manually load
the new predefined URL category to the local cache. After obtaining
the URL information, the device queries the category matching the

URL in the cache first. If a category is found, the device takes the

action in the URL filtering configuration file. If no matching category

is found, the device takes the default action.

Action: After the device finds a URL category matching an HTTP request, it
processes the HTTP request according to the action taken for the URL
category. Currently, the device supports the following actions:

- allow: The device does not process the HTTP request, and allows the
HTTP request to pass through.

- alert: The device allows the HTTP request to pass through and generates

a log.

- block: The device rejects the HTTP request and generates a log. In
addition, the device displays the blocking page.

If a URL belongs to multiple categories, the NGFW takes an action based on the
action mode.

Strict: The NGFW takes the strictest action among all matched categories. For

example, a URL belongs to two categories, and the actions are Alert and
Block. In this case, the NGFW takes the Block action.

Loose: The NGFW takes the loosest action among all matched categories. For

example, a URL belongs to two categories, and the actions are Alert and
Block. In this case, the NGFW takes the Alert action.

URL Filtering Process

URL filtering enables the device to filter HTTP requests passing through the
device. Figure 7-10 shows the URL filtering process.
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Figure 7-10 URL filtering process
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If a user accesses a network resource using HTTP through the device, the device
applies the filter as follows:
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1. A user initiates a URL access request. If the data flow matches a security
policy, and the action of the policy is permit, the system implements URL
filtering.

2. The device matches the URL with the whitelist.

If the URL matches the whitelist, the device permits the URL access
request.

If the URL does not match the whitelist, the device proceeds to the next
step.

3. The device matches the URL with the blacklist.

If URL information matches the blacklist, the device blocks the URL
access request.

If the URL does not match the blacklist, the device proceeds to the next
step.

4. The device matches the URL with user-defined categories.

If the URL matches a user-defined category, the device processes the
request based on the action for this user-defined category.

{11 NOTE

URLs added to predefined categories are still considered user-defined URLs.

If the URL does not match user-defined categories, the device proceeds to
the next step.

5. The device matches the URL with predefined categories in the cache.

If a predefined category is matched, the device processes the request
based on the action for this predefined category.

If no predefined category is matched, the device processes the request
based on the default action.

7.3.3 Applicable Scenarios for URL Filtering

7.3.3.1 Using URL Filtering to Regulate Online Behaviors

URL filtering is often deployed on an enterprise gateway to accurately manage
online behaviors of users who access network resources through HTTP/HTTPS.

As shown in Figure 7-11, the device is deployed at the network edge and works as
the enterprise gateway. When enterprise users send HTTP/HTTPS requests, the
device uses URL filtering to control websites that enterprise users access. For

example:

e The device allows enterprise users to access learning and education websites.

e The device prevents enterprise users from accessing game and violence
websites.
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Figure 7-11 Networking of URL filtering
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7.3.4 Licensing Requirements and Limitations for URL

Filtering

Involved Network Elements

Other network elements are not required.

Licensing Requirements

For URL filtering-capable devices, their licensing requirements for the URL filtering
function are as follows:

AR100&AR120 series: URL filtering is a basic feature of the device and is not
under license control.

AR150&AR160&AR200&AR1200&AR2200&AR3200 series: by default, this
function is disabled on a new device. To use the URL filtering function, apply
for and purchase the following license from the Huawei local office.

- ART50&AR160&AR200 series: AR150&160&200 Value-Added Security
Package

- AR1200 series: AR1200 Value-Added Security Package
- AR2200 series: AR2200 Value-Added Security Package
- AR3200 series: AR3200 Value-Added Security Package

Feature Limitations

When deploying URL filtering on the router, pay attention to the following:

The device supports URL filtering that involves personal communication
information collection or storage. Huawei will not collect or save user
communication information independently. You must use the features in
compliance with applicable laws and regulations. Ensure that your customers'
privacy is protected when you are collecting or saving communication
information.

URL filtering applies only to HTTP or HTTPS URL requests. To filter HTTPS
URL requests, you also need to configure encrypted traffic filtering function.
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However, the URL filtering implemented by the encrypted traffic filtering
function is at the domain name level, which is not accurate enough. It obtains
the domain name of the website that a user accesses from the Server Name
Indication (SNI) field in the client's Client Hello packet and the Common
Name (CN) and Subject Alternative Name (SAN) fields in the server's
Certificate packet. Before using the encrypted traffic filtering function to
implement HTTPS URL filtering, read the following restrictions:

When a browser has a proxy server, the domain name extracted by the
router from the SNI field in the client's Client Hello packet and the CN
and SAN fields in the server's Certificate packet may be different from the
actual domain name of the website. If this happens, URL filtering does
not take effect. For example, when a user uses the UC browser on a
mobile phone to access Youku, URL filtering does not take effect. To
resolve this issue, disable the cloud acceleration function of the UC
browser on the mobile phone.

If some browsers use proprietary protocols to transmit data, URL filtering
may not take effect. For example, Google Chrome uses the proprietary
protocol Quick UDP Internet Connection (QUIC) for data transmission by
default. This protocol uses a dedicated encryption mode that the router
cannot decrypt. As a result, URL filtering cannot filter HTTPS websites
accessed through Google Chrome.

When a website server provides services for multiple domain names using
the same IP address, the SNI field may contain multiple domain names. If
only one domain name is configured in the URL filtering blacklist, not all
traffic from this website cannot be blocked. For example, when a user
accesses www.example.com through HTTPS, the website may have
multiple domain names, such as 1.example.com and 2.example.com. If
only 1.example.com is configured in the URL filtering blacklist, not all
traffic of this website cannot be blocked. To resolve this issue, configure
level-1 domain name *.example.com in the blacklist.

When a certificate contains multiple URLs (that is, multiple websites use
one certificate), the SAN field may contain multiple URLs. If one URL is
blocked, the traffic from this URL is blocked and other URLs cannot be
accessed.

If the domain name of a website is added to the URL filtering whitelist,
not all embedded pages of the website can be accessed. For example, if
only www.example.com is added to the whitelist, the embedded pages
whose domain names are not www.example.com cannot be accessed.

Encrypted traffic filtering implements URL filtering through SSL
handshake packets. The client does not initiate an HTTP request.
Therefore, sending URL push information is not supported.

The following product models support URL filtering function:

ART100&AR120&ART150&ART60&AR200&AR3200 series: All models.

AR1200 series: AR1220C, AR1220-8GE, AR1220E, AR1220EV, and
AR1220EVW.

AR2200 series: all models except AR2201-48FE, AR2202-48FE, and
AR2204.
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7.3.5 Enabling the Deep Security Function

Context

Procedure
Step 1

Step 2

To use the IPS or URL filtering function, you need to purchase a license and run
the engine enable command to enable the deep security function.

To disable deep security, run the undo engine enable command, and restart the
device. After the device restarts, the deep security configurations are deleted.

Run system-view

The system view is displayed.

Run engine enable

The deep security function is enabled.

By default, the system disables the deep security function.

(1 NOTE

If the engine enable command is executed for the first time, you need to run the update
restore sdb-default command to manually load the signature file.

--—-End

7.3.6 Configuring URL Filtering

7.3.6.1 Configuring a URL Filtering Profile

Context

To accurately manage online behaviors of users, a URL filtering profile defines the
predefined URL categories, user-defined URL categories, blacklist, and whitelist to
control URLs. The device filters the content of an HTTP request, extracts the URL,
and matches the URL with the whitelist, blacklist, user-defined URL category, or
predefined URL category. If the URL is matched, the device processes the HTTP
request according to the configured action.

The whitelist, blacklist, and predefined and user-defined URL categories are
applicable to the following scenarios:

e A predefined URL category is used to define many common websites accessed
by enterprise employees.

e A user-defined URL category is used to define new websites not in the
predefined URL category and customized websites meeting special
requirements.

e A blacklist is used to define websites that enterprise employees are not
allowed to access.

e A whitelist is used to define websites that enterprise employees are allowed
to access.
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Generally, a predefined URL category is mandatory, and the user-defined URL
category, whitelist, and blacklist are optional.

If duplicate rules are configured for the predefined URL category, user-defined
URL category, blacklist, or whitelist, they are recorded as only one rule.

Procedure
e Configuring a URL filtering profile that defines a predefined URL category

a. (Optional) Configure a predefined URL category.

i.  Run system-view
The system view is displayed.

ii.  Run url-filter category pre-defined subcategory-id subcategory-id
The predefined URL subcategory view is displayed.

(11 NOTE

During factory delivery, there is a predefined URL category database. When
the predefined URL category database fails to be loaded or the security
service center updates the predefined URL category database, run the
import url-sdb file filename command to import a URL category database.

iii. Run add { url url-text| host host-text}
A URL or domain name rule is added to a predefined category.

By default, no URL or domain name rule is configured for a
predefined URL subcategory.

iv. Run quit
Return to the system view.
b. Configure an action for the predefined URL category.

i.  Run the following commands as required.

©  Run the profile type url-filter name name command to create
a URL filtering profile and enter the URL filtering profile view if
no URL filtering profile exists on the device.

o To speed up configuration of a URL filtering profile, run the
profile type url-filter copy old-name [ new-name] command
to create a URL filtering profile by copying an existing one and
enter the view of the created URL filtering profile if a URL
filtering profile exists on the device.

By default, no URL filtering profile is configured.
ii. (Optional) Run category action mode { strict | loose }
The action mode of URL filtering is configured.
By default, the action mode of URL filtering is the strict mode.
iii. (Optional) Run description description
The description is configured for the URL filtering profile.
By default, no description is configured for a URL filtering profile.
iv. Run category pre-defined control-level { high | low | medium }
A control level is configured for the predefined URL category.
By default, the control level of a predefined URL category is low.
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Vi.

Vii.

viii.

The system defines high, medium, and low control levels, and
configures an action for all predefined URL categories according to
each control level. A high control level indicates a strict action for
URL categories, for example, the device blocks HTTP requests
matching porn, P2P download, and video categories. A low control
level indicates a loose action for URL categories, for example, the
device blocks HTTP requests matching porn categories only.

Run category pre-defined [ category-id category-id | subcategory-
id subcategory-id] action { allow | block | alert }

An action is configured for the predefined URL category.
By default, the action in a predefined URL category is allow.

(Optional) Run default action (URL filtering profile view) { allow |
block | alert }

The default action is configured for the URL filtering profile.

By default, the default action in a predefined URL category is allow.
(Optional) Run https-filter enable

Enable the encrypted traffic filtering function.

By default, the function is disabled.

Run quit

Return to the system view.

Run engine configuration commit

The URL filtering configuration is committed.

After the security policy configurations including intrusion defense
and URL filtering configurations are created or modified, you must
run the engine configuration commit command to commit the
configurations to make the configurations take effect. Committing
the configurations takes a long period of time. It is recommended
that you commit the configurations after modifying all security
policy configurations.

e Configuring a URL filtering profile that defines a user-defined URL category

a. Configure a user-defined URL category.

Run system-view
The system view is displayed.
Run the following commands as required.

o Run the url-filter category user-defined name category-name
command to create a user-defined URL category and enter the
view of the user-defined URL category.

o Run the url-filter category pre-defined copy subcategory-id
new-name command to create a user-defined URL category by
copying an existing predefined URL category and enter the view
of the created user-defined URL category if the content of the
new user-defined URL category is similar to the content of the
existing predefined URL category.

©  Run the url-filter category user-defined copy o/d-name [ new-
name ] command to create a user-defined URL category by
copying an existing one and enter the view of the created user-
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defined URL category if the content of the new user-defined URL
category is similar to the content of the existing one.

By default, no user-defined URL category exists.
(Optional) Run description description
The description is configured for the user-defined URL category.

By default, no description is configured for a user-defined URL
category.

Run add { url url-text| host host-text}
A URL or domain name rule is added to the user-defined category.

By default, no URL or domain name rule is added to the user-defined
category.

Run quit
Return to the system view.

b. Configure an action for the user-defined URL category.

Vi.

Run the following commands as required.

©  Run the profile type url-filter name name command to create
a URL filtering profile and enter the URL filtering profile view if
no URL filtering profile exists on the device.

o To speed up configuration of a URL filtering profile, run the
profile type url-filter copy old-name [ new-name ] command
to create a URL filtering profile by copying an existing one and
enter the view of the created URL filtering profile if a URL
filtering profile exists on the device.

By default, no URL filtering profile is configured.

(Optional) Run description description

The description is configured for the URL filtering profile.

By default, no description is configured for a URL filtering profile.

Run category user-defined [ hame category-name ] action { allow
| block | alert }

An action is configured for the user-defined URL category.

By default, the action in a user-defined URL category is allow.
(Optional) Run https-filter enable

Enable the encrypted traffic filtering function.

By default, the function is disabled.

Run quit

Return to the system view.

Run engine configuration commit

The URL filtering configuration is committed.

e Configuring a URL filtering profile that defines the blacklist and whitelist

a. Run system-view

The system view is displayed.

b. Run the following commands as required.
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®  Run the profile type url-filter name name command to create a
URL filtering profile and enter the URL filtering profile view if no URL
filtering profile exists on the device.

"  To speed up configuration of a URL filtering profile, run the profile
type url-filter copy old-name [ new-name] command to create a
URL filtering profile by copying an existing one and enter the view of
the created URL filtering profile if a URL filtering profile exists on the
device.

By default, no URL filtering profile is configured.

(Optional) Run description description
The description is configured for the URL filtering profile.

By default, no description is configured for a URL filtering profile.
(Optional) Run https-filter enable

Enable the encrypted traffic filtering function.

By default, the function is disabled.
Run the following commands as required.

®  Run add whitelist { url url-text| host host-text}
A whitelist rule is added to the URL filtering profile.

®  Run add blacklist { url uri-text | host host-text}
A blacklist rule is added to the URL filtering profile.
Run add referer-host fost-text

Add a referer-host rule to the URL filtering profile.

The referer field in an HTTP request will be matched with the referer-host
rule. If a match is found, the URL request is allowed. If the referer field in
the HTTP request does not match the configured referer-host rule, the
user can determine whether to match the referer field with all whitelist
rules.

®  When the function of matching the referer field in a URL request
with whitelist rules is enabled, the referer field will be matched with
all whitelist rules. If a match is found, the URL request is allowed.

®  When the function of matching the referer field with whitelist rules is
disabled, the referer field will not be matched with all whitelist rules.

By default, the function of matching the referer field in a URL request
with whitelist rules is enabled. If the function is disabled, you can run the
undo referer-filter whitelist-all enable command to disable it. If
referer-host is not configured and the function of matching the referer
field with the whitelist is enabled, the Router matches the referer field in
the HTTP request with all whitelist rules. If the referer field matches a
whitelist rule, the URL request is allowed.

Run quit

Return to the system view.
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h. Run engine configuration commit
The URL filtering configuration is committed.

--—-End

Follow-up Procedure

After the URL filtering profile is configured, you can rename the user-defined URL
category or URL filtering profile to facilitate management.

e Run the rename new-name command in the URL filtering profile view to
rename an existing URL filtering profile and enter the view of the new profile.

e Run the rename new-name command in the URL filtering profile view to
rename an existing user-defined URL category and enter the view of the new
user-defined URL category.

7.3.6.2 Binding a URL Filtering Profile to a Security Policy

Prerequisites

If an ACL needs to be referenced when you bind a URL filtering profile to a
security policy, ensure that the ACL has been created using the acl (system view)
command.

Context

The device uses a security policy to implement integrated detection of content
security. After a URL filtering profile is configured, you need to bind the URL
filtering profile to a security policy and apply the security policy to an interzone so
that the device can regulate online behaviors according to the security policy.

There are various types of service traffic on a network and multiple security
policies are configured on the device. A security policy can be bound to profiles of
different types and only one profile of the same type.

L] NOTE
To configure various content security protection functions (for example, URL filtering and IPS
need to be configured simultaneously), configure a URL filtering profile and IPS profile, and run

the profile (security policy view) command to bind the URL filtering profile and IPS profile to a
security policy.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run security-policy policy-name
A security policy is created and the security policy view is displayed.
By default, no security policy is created.

Step 3 Run profile urlf urlf-name [ acl acl-id ]
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A URL filtering profile is bound to the security policy.
By default, no URL filtering profile is bound to a security policy.
(1] NOTE

When URL filtering profile is bound to ACL4, create bidirectional rules in the ACL to make
the configuration take effect.

--—-End

7.3.6.3 Binding the Security Policy to an Interzone

Prerequisites

Context

Procedure

Step 1

Step 2

Step 3

e An interzone has been created and an interface has been added to the
interzone according to 6.6.1 Creating a Zone and Adding Interfaces to the
Zone.

e An interzone has been created according to 6.6.2 Creating an Interzone.

e A security policy has been configured according to 7.3.6.2 Binding a URL
Filtering Profile to a Security Policy.

URL filtering takes effect only when the range that the URL filtering rule is applied
is specified.

Security check is triggered only when data flows between different interzones. To
make URL filtering take effect, bind a security policy to an interzone.

Run system-view

The system view is displayed.

Run firewall interzone zone-name?l zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run security-policy policy-name

The security policy is bound to the interzone.

By default, no security policy is bound to an interzone.

If no ACL is configured when a URL filtering profile is bound to a security policy,
the device performs URL filtering for traffic in all interzones. If an ACL is
configured when a URL filtering profile is bound to a security policy, the device
determines whether to perform URL filtering for traffic according to the ACL rule:

e If the ACL rule defines a permit clause, the device detects traffic matching the
ACL rule.
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e If the ACL rule defines a deny clause, the device does not detect traffic

matching the ACL rule.

e If traffic does not match the ACL, the device does not detect the traffic.

Step 4 Run quit

Return to the system view.

--—-End

7.3.6.4 (Optional) Configuring the Device to Control generating of URL

Filtering Logs

Context

If URL requests of many users in a period of time match the URL blacklist, user-

defined URL category, or predefined URL category, the URL filtering module

reports many logs to the device in a short time. If the device outputs logs in real
time, the administrator has to flood the screen.

To address this issue, configure the log cache function to control the frequency in
generating URL filtering logs, or disable the URL filtering module from generating
logs so that the URL filtering module does not report logs.

Procedure

e Configuring the log cache function

a.

Run system-view

The system view is displayed.
Run engine log url-filter enable

The URL filtering module is enabled to generate logs.

By default, the URL filtering module is enabled to generate logs.

Run engine log timeout time
The period for caching logs is set.

By default, the period for caching logs is 1 minute.

e Disabling the URL filtering module from generating logs

a.

--—-End

Run system-view

The system view is displayed.
Run undo engine log url-filter enable

The URL filtering module is disabled from generating logs.

By default, the URL filtering module is enabled to generate logs.
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7.3.6.5 (Optional) Configuring user group-based URL Filtering

Context

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

The Web management system supports user group management and user group-
based URL filtering. Managing users' online behavior can control the network
access rights of users. You can bind a URL filtering profile to a user group and
enable URL filtering to manage online behavior of all users in the user group.

(1 NOTE

Only the models that support the web system of the EasyOperation edition support this
configuration. For details, see EasyOperation Edition.

Run system-view

The system view is displayed.

Run profile type url-filter name name

A URL filtering profile is created and its view is displayed.
By default, no URL filtering profile is configured.

Run quit

Return to the system view.

Run web

The web view is displayed.

Run user-set user-set-name

A web user group is created and the web user group view is displayed, or the view
of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and Default.
Run quit
Return to the web view.

Run web-url-filter user-set user-set-name profile profile-name [ time-range
time-range-name ] [ description description-text ]

User group-based URL filtering is enabled.

By default, user group-based URL filtering is disabled.
Run quit

Return to the system view.

--—-End

7.3.6.6 Verifying the URL Filtering Configuration
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Prerequisites

The URL filtering configuration is complete.

Procedure

e Run the display url-filter category pre-defined [ category-id category-id |
subcategory-id subcategory-id | url uri-text | host host-text] command to
check predefined URL category information.

e Run the display url-filter category user-defined [ name category-name | url
url-text | host host-text] command to check user-defined URL category
information.

e Run the display profile type url-filteror display profile type url-filter name
name [ blacklist [ url uril-text | host host-text] | whitelist [ url uri-text |
host host-text] | pre-defined [ category-id category-id| subcategory-id
subcategory-id] | user-defined [ name category-name] ] command to check
URL filtering profile information.

----End

7.3.7 Maintaining URL Filtering

7.3.7.1 Displaying URL Filtering Statistics

Context
To view information such as the numbers of forwarded and rejected HTTP
requests and the number of times a URL category is matched after URL filtering is
enabled, run the display url-filter statistics command to view URL filtering
statistics.

Procedure

e Run the display url-filter statistics command to view URL filtering statistics.

--—-End

7.3.7.2 Clearing URL Filtering Statistics

Context

Before recollecting URL filtering statistics, run the reset url-filter statistics
command to clear existing URL filtering statistics.

NOTICE

Cleared URL filtering statistics cannot be restored. Exercise caution when running
the reset url-filter statistics command.
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Procedure

e Run the reset url-filter statistics { blacklist | whitelist | category [ user-
defined | pre-defined ] | all } command to clear URL filtering statistics.

--—-End

7.3.8 Configuration Examples for URL Filtering

7.3.8.1 Example for Configuring URL Filtering to Regulate Online Behaviors
of Employees

Networking Requirements

As shown in Figure 7-12, the Router as the gateway is deployed at the enterprise
network edge. Online behaviors of users who access web resources through HTTP
need to be regulated.

The company has R&D and marketing departments. The requirements are as
follows:

e All employees are allowed to access websites containing huawei.com.

e All employees are prevented from accessing websites containing youtube.com.
e R&D employees are allowed to access only www.google.com websites.

e Marketing employees are allowed to access only education/science, search/
portal, and social focus websites from 09:00 to 17:00 at workdays.

Figure 7-12 Networking for configuring URL filtering to regulate online behaviors
of employees

trust1

untrust zone

Eth1/0/0
192.168.100.1/24

GE2/0/0 %
1.1.1.1/24 ® Internet

Eth1/0/1| Router .COM
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Configuration Roadmap

Procedure

Step 1

Step 2

The configuration roadmap is as follows:

1.

Divide the R&D department, marketing department, and external network in
trust1, trust2, and untrust zones, and add interfaces to different zones so
that the device monitors network traffic of the R&D department, marketing
department, and external network.

Configure a URL filtering profile research for the R&D department.

a. Add URLs containing huawei.com to the whitelist to allow employees to
access these websites.

b. Add URLs containing youtube.com to the blacklist to prevent employees
from accessing these websites.

c¢. Add www.google.com to customized URL category and set the action to
permit.

d. Configure URL filtering for all the websites not included in URL categories
and set the action to block.

Configure a URL filtering profile market for the marketing department.

a. Add URLs containing huawei.com to the whitelist to allow employees to
access these websites.

b. Add URLs containing youtube.com to the blacklist to prevent employees
from accessing these websites.

c. Configure URL filtering for the education/science, search/portal, and
social focus websites mentioned in this example and set the action to
permit.

d. Configure URL filtering for all the websites not included in URL categories
and set the action to block.

Configure objects requiring content security detection, that is, the time range
in which content detection needs to be performed.

Configure two security policies test1 and test2, bind them to URL filtering
profiles research and market respectively, and reference the objects to
perform content security detection for network traffic.

Apply the security policy test1 between trust1 and untrust zones and the
security policy test2 between trust2 and untrust zones to control Internet
access.

Upgrade the SA signature database locally. By default, the SA signature database
is stored in sd1:/default-sdb/sa-sdb.zip.

<Huawei> system-view

[Huawei] sysname Router

[Router] engine enable

[Router] update local sa-sdb file sd1:/default-sdb/sa-sdb.zip

Create zones.

# Create trust1, trust2, and untrust zones.
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Step 3

Step 4

[Router] firewall zone trust1
[Router-zone-trust1] priority 14
[Router-zone-trust1] quit
[Router] firewall zone trust2
[Router-zone-trust2] priority 10
[Router-zone-trust2] quit
[Router] firewall zone untrust
[Router-zone-untrust] priority 1
[Router-zone-untrust] quit

Assign IP addresses to interfaces and add interfaces to the zones.

# Assign IP addresses to Ethernet1/0/0, Ethernet1/0/1, and GE2/0/0, add
Ethernet1/0/0 to the trust1 zone, GE1/0/2 to the trust2 zone, and GE2/0/0 to the
untrust zone.

[Router] interface ethernet 1/0/0
[Router-Ethernet1/0/0] ip address 192.168.100.1 24
[Router-Ethernet1/0/0] zone trust1
[Router-Ethernet1/0/0] quit

[Router] interface ethernet 1/0/1
[Router-Ethernet1/0/1] ip address 192.168.200.1 24
[Router-Ethernet1/0/1] zone trust2
[Router-Ethernet1/0/1] quit

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] ip address 1.1.1.1 24
[Router-GigabitEthernet2/0/0] zone untrust
[Router-GigabitEthernet2/0/0] quit

Configure URL filtering.

# Configure a user-defined URL category named url_userdefine_category and
add www.google.com to url_userdefine_category.

[Router] url-filter category user-defined name url_userdefine_category
[Router-category-user-defined-url_userdefine_category] add url www.google.com
[Router-category-user-defined-url_userdefine_category] quit

# Configure a URL filtering profile named research to filter traffic from R&D
employees.

[Router] profile type url-filter name research

[Router-profile-url-filter-research] add whitelist url *huawei.com*

[Router-profile-url-filter-research] add blacklist url *youtube.com*

[Router-profile-url-filter-research] category pre-defined action block
[Router-profile-url-filter-research] category user-defined action block
[Router-profile-url-filter-research] category user-defined name url_userdefine_category action allow
[Router-profile-url-filter-research] default action block

[Router-profile-url-filter-research] quit

# Configure a URL filtering profile named market to filter traffic from marketing
employees.

(11 NOTE

In the display url-filter category pre-defined command output, the IDs of social focus,
search/portal, and education/science categories are 5, 15 and 17.

When configuring the predefined URL category, run the import url-sdb file command in
the system view to import the URL predefined URL category database to the cache of the
device. By default, the URL predefined URL category database is stored in sd1:/default-sdb/
url.sdb. Therefore, you need to run the import url-sdb file sd1:/default-sdb/url.sdb
command.

[Router] profile type url-filter name market
[Router-profile-url-filter-market] add whitelist url *huawei.com*
[Router-profile-url-filter-market] add blacklist url *youtube.com*
[Router-profile-url-filter-market] category pre-defined action block
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Step 5

Step 6

Step 7

Step 8

Step 9

[Router-profile-url-filter-market] category pre-defined category-id 5 action allow
[Router-profile-url-filter-market] category pre-defined category-id 15 action allow
[Router-profile-url-filter-market] category pre-defined category-id 17 action allow
[Router-profile-url-filter-market] default action block
[Router-profile-url-filter-market] quit

Configure objects requiring content security detection.

# Configure the device to perform content security detection for all traffic passing
through the device from 9:00 to 17:00 at workdays.

[Router] time-range test 09:00 to 17:00 working-day
[Router] acl 2000

[Router-acl-basic-2000] rule 5 permit time-range test
[Router-acl-basic-2000] quit

Bind URL filtering profiles to security policies.

# Create a security policy named test1 and bind the URL filtering profile research
to the security policy test1.

[Router] security-policy test1
[Router-security-policy-test1] profile urlf research
[Router-security-policy-test1] quit

# Create a security policy named test2 and bind the URL filtering profile market
to the security policy test2.

[Router] security-policy test2
[Router-security-policy-test2] profile urlf market acl 2000
[Router-security-policy-test2] quit

Apply security policies to interzones.

# Apply the security policy test1 between trust1 and untrust zones.

[Router] firewall interzone trust1 untrust
[Router-interzone-trust1-untrust] security-policy test1
[Router-interzone-trust1-untrust] quit

# Apply the security policy test2 between trust2 and untrust zones.

[Router] firewall interzone trust2 untrust
[Router-interzone-trust2-untrust] security-policy test2
[Router-interzone-trust2-untrust] quit

Commit the configuration.

[Router] engine configuration commit

Verify the configuration.

e All employees can access websites containing huawei.com.

e None of employees can access websites containing youtube.com.

e R&D employees can access websites containing huawei.com and huawei.com,
but cannot access other websites.

e Marketing employees can access education/science, search/portal, and social
focus websites and websites containing huawei.com from 09:00 to 17:00 at
workdays, but cannot access other websites.

--—-End

Configuration Files

# Configuration file of the Router
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#

sysname Router

#

time-range test 09:00 to 17:00 working-day
#

engine enable

#

acl number 2000

rule 5 permit time-range test

#

url-filter category user-defined name url_userdefine_category
add url www.google.com

#

profile type url-filter name research

add blacklist url *youtube.com*

add whitelist url *huawei.com*

default action block

profile type url-filter name market

add blacklist url *youtube.com*

add whitelist url *huawei.com*

category pre-defined subcategory-id 101 action block
category pre-defined subcategory-id 102 action block
category pre-defined subcategory-id 162 action block

default action block
#
security-policy test1
profile urlf research
security-policy test2
profile urlf market acl 2000
#
firewall zone trust2
priority 10
#
firewall zone untrust
priority 1
#
firewall zone trust1
priority 14
#
firewall interzone trust1 untrust
security-policy test1
#
firewall interzone trust2 untrust
security-policy test2
#
interface Ethernet1/0/0
ip address 192.168.100.1 255.255.255.0
zone trust1
#
interface Ethernet1/0/1
ip address 192.168.200.1 255.255.255.0
zone trust2
#
interface GigabitEthernet2/0/0
ip address 1.1.1.1 255.255.255.0
zone untrust
#
return
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